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Our Vision

"Growing together with love, courage and joy."

At Idle CE Primary School, we recognise that technology plays an increasingly important
role in children's lives. We are committed to ensuring that all members of our school
community use technology safely, responsibly and respectfully.

Guided by our Christian vision, we aim to equip children with the knowledge,
understanding and resilience they need to stay safe online whilst enjoying the
opportunities that technology provides.

1. Policy Statement

Online safety is an integral part of safeguarding and child protection.
The school recognises that children can be exposed to risks online including:

Cyberbullying.

Online grooming.

Inappropriate content.

Radicalisation.

Sexual exploitation.

Harmful online challenges.
Misinformation and disinformation.
Al-generated content and deepfakes.
Sharing of inappropriate images.

Online scams and financial exploitation.

Idle CE Primary School is committed to providing a safe online environment through
education, monitoring, filtering and effective safeguarding procedures.

2. Aims

The school aims to:

Safeguard pupils in both online and offline environments.
Promote responsible use of technology.

Teach pupils how to stay safe online.

Work in partnership with families.

Respond effectively to online safety concerns.

Provide secure and monitored systems for learning.




3. Roles and Responsibilities

Governing Body
Governors will:
Ensure effective online safety arrangements are in place.
Receive annual updates regarding filtering and monitoring systemes.
Monitor the effectiveness of online safety provision.
Review this policy annually.
Headteacher
The Headteacher wiill:
e Ensure the policy is implemented consistently.
o Support staff in managing online safety concerns.
o Ensure appropriate filtering and monitoring arrangements are in place.
Designated Safeguarding Lead (DSL)
The DSL will:
Take lead responsibility for online safeguarding.
Manage online safety incidents.
Work with external agencies where required.
Ensure staff understand reporting procedures.
Oversee filtering and monitoring arrangements.
Staff
All staff will:
Promote safe and responsible technology use.
Report online safety concerns immediately.
Follow the Staff Code of Conduct and Acceptable Use Agreement.
Model positive online behaviour.
Parents and Carers
Parents/carers are encouraged to:

o Monitor their child's online activity.




« Promote safe use of devices at home.
« Communicate concerns to the school.
o Work in partnership with the school to support online safety.

All staff and pupils are expected to comply with the school's Acceptable Use Agreement.

4. Educating Pupils
Pupils will receive age-appropriate online safety education through:

Computing lessons.

Relationships Education.

Assemblies.

Safeguarding curriculum opportunities.

Teaching will include:

Personal information and privacy.
Online relationships.
Cyberbullying.

Digital footprints.

Online gaming.

Fake news and misinformation.
Reporting concerns.

Al and emerging technologies.
Healthy screen use

5. Filtering and Monitoring

The school uses filtering and monitoring systems to help protect pupils from harmful online
content.

The school will:

Maintain appropriate internet filtering.

Monitor online activity on school devices.

Review filtering and monitoring systems annually.

Act upon concerns identified through monitoring systems.

Filtering and monitoring systems support safeguarding but do not replace staff supervision
and professional curiosity.

6. Artificial Intelligence (Al)

The school recognises the increasing use of Artificial Intelligence (Al) tools.
Staff should remain alert to risks including:

e Al-generated misinformation.




Deepfake images and videos.

Nudification applications.

Cyberbullying through Al-generated content.
Inappropriate use of generative Al tools.

Any safeguarding concerns relating to Al will be managed through the school's
safeguarding procedures.

7. Cyberbullying
Cyberbullying is taken seriously and will not be tolerated.
This may include:

Offensive messages.

Online harassment.

Threatening behaviour.

Sharing images without permission.
Excluding others through online platforms.

Incidents will be investigated in line with the Behaviour Policy and Safeguarding Policy.

8. Sharing Images and Videos

Pupils must not:

e Take photographs of others without permission.
e Share inappropriate images.

e Share personal information online.

e Access, create or distribute harmful content.

Any concerns regarding the sharing of images will be managed in accordance with
safeguarding procedures and national guidance.

9. Mobile Devices

Pupils should not use personal mobile phones on the school site unless specifically
authorised by the Headteacher.

Where pupils bring phones to school:
e« Phones must be switched off.

Phones must be handed to staff at the start of the school day and collected at the
end of the school day. These will be collected and stored safely.

The school accepts no responsibility for loss or damage of any phone on site.




Staff use of mobile phones is covered by the Staff Code of Conduct.

10. Reporting Concerns
Any online safety concern should be reported immediately to the DSL or Deputy DSL.
Concerns may include:

Exposure to harmful content.
Cyberbullying.

Grooming concerns.

Online exploitation.
Radicalisation concerns.
Inappropriate use of devices.
Al-generated abuse.

Online safety incidents will be recorded on CPOMS.

Pupils are encouraged to report any online safety concerns to a trusted adult in school.
Concerns may also be raised through classroom discussions, pupil voice groups, pastoral
support systems or directly with members of the safeguarding team.

11. Working with Parents and Carers

The school recognises that online safety is most effective when schools and families work
together.

The school will:

Share online safety information.

Signpost parents to useful resources.

Provide updates through newsletters and communications.
Offer support where concerns arise.

12. Staff Use of Technology

Staff must use technology in accordance with the Staff Code of Conduct and
Acceptable Use Agreement.

Staff must not:

Communicate with pupils using personal email accounts, personal telephone
numbers, personal social media accounts or through personal accounts on gaming
platforms.

Use personal devices to photograph or record pupils.

Share confidential school information through personal applications or
unauthorised artificial intelligence platforms.

Any concerns regarding professional conduct online will be managed in accordance
with the Staff Code of Conduct and safeguarding procedures.




13. Monitoring and Review

This policy will be reviewed annually or sooner if:
e Legislation changes.
« National guidance is updated.
o Technology developments require review.

« Assignificant online safety incident occurs.

Related Policies
Safeguarding and Child Protection Policy
Behaviour Policy
Staff Code of Conduct
Acceptable Use Agreement
Mobile Phone Policy
Anti-Bullying Policy

Data Protection Policy




